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Training Material
on

ISO/IEC 27701:2019 - Clause 6.5.3.3
Physical Media Transfer

Objective:

This training material aims to provide auditors with an in-depth understanding of Clause 6.5.3.3
of ISO/IEC 27701:2019, focusing on the secure transfer of physical media containing personal
information. By the end of this training, auditors should possess the knowledge and skills
necessary to thoroughly assess compliance with this clause and provide valuable
recommendations for improvement.

Introduction to Clause 6.5.3.3: Clause 6.5.3.3 of ISO/IEC 27701:2019 addresses the secure
transfer of physical media as part of an organization's privacy information management system
(PIMS). It emphasizes the need to implement appropriate measures to protect personal
information during transit via physical media, ensuring confidentiality, integrity, and
availability.

Training Content:
1. Understanding the Requirement:

e Clarify the scope and objectives of Clause 6.5.3.3, emphasizing its role in
safeguarding personal data during physical media transfer.

e Define physical media and its significance in the context of data transfer
security, including examples such as USB drives, external hard drives, CDs,
DVDs, and paper documents.

2. Key Principles:

e Provide an in-depth discussion on the key principles underlying secure physical
media transfer:

o Confidentiality: Ensuring that personal information remains protected
from unauthorized disclosure or access during transit.

o Integrity: Guaranteeing that data remains accurate, complete, and
unaltered throughout the transfer process.

e Availability: Ensuring that authorized parties can access the data when
needed, without disruption.

3. Requirements and Controls:

o Explore the specific requirements outlined in Clause 6.5.3.3 and corresponding
control measures, including:
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o Secure Packaging and Labelling: Ensuring physical media is securely
packaged and appropriately labelled to prevent unauthorized access or
tampering.

e Chain of Custody Documentation: Maintaining detailed records of
physical media transfer, including sender, recipient, date, time, and
purpose, to establish accountability and traceability.

e Recipient Verification: Implementing procedures to verify the identity
and authorization of the intended recipient before transferring physical
media.

o Data Encryption: Utilizing encryption techniques to protect data stored
on physical media from unauthorized access or interception.

o Tamper-Evident Seals and Measures: Deploying mechanisms such as
seals, locks, or tamper-evident packaging to detect and deter tampering
during transit.

4. Risk Assessment:

Emphasize the importance of conducting thorough risk assessments related to
physical media transfer, considering factors such as:

o Potential threats (e.g., loss, theft, unauthorized access).
e Vulnerabilities in current processes or controls.
o Impact on personal data privacy, integrity, and availability.

Guide auditors in identifying and prioritizing risks and determining appropriate
risk mitigation strategies, such as implementing additional controls, enhancing
security measures, or reducing exposure.

5. Implementation Guidance:

Offer practical recommendations for organizations seeking to comply with
Clause 6.5.3.3 and enhance their physical media transfer security, including:

e Developing comprehensive policies and procedures governing physical
media handling and transfer.

e Providing regular training and awareness programs to personnel
involved in physical media transfer to ensure adherence to security
protocols.

e Conducting periodic reviews and audits of physical media transfer
processes to assess effectiveness, identify areas for improvement, and
ensure ongoing compliance with relevant requirements.



wf

TNV Certification Pvt. Ltd.

Management Systems Certification

6. Auditing Considerations:

o Discuss key considerations and approaches for auditing compliance with Clause
6.5.3.3, including:

Reviewing documented policies, procedures, and controls related to
physical media transfer.

Conducting interviews with personnel involved in physical media
handling and transfer to assess awareness and adherence to security
protocols.

Inspecting physical media transfer facilities, equipment, and storage
areas to evaluate security measures, such as access controls, surveillance
systems, and environmental protections.

Examining records and documentation, including chain of custody logs,
encryption records, and incident reports, to verify compliance with
established procedures and requirements.

Testing the effectiveness of selected controls through simulated
scenarios or vulnerability assessments to identify weaknesses and areas
for improvement.

Conclusion: Clause 6.5.3.3 of ISO/IEC 27701:2019 outlines specific requirements and
controls for the secure transfer of physical media containing personal information, reflecting
the importance of protecting data privacy and integrity throughout the transfer process.
Auditors play a crucial role in assessing compliance with these requirements, identifying risks,
and providing recommendations for enhancing physical media transfer security. By
understanding the principles, requirements, controls, and auditing considerations outlined in
this training, auditors can effectively evaluate and promote adherence to best practices in
physical media transfer security, ultimately contributing to the overall effectiveness of an
organization's privacy information management system.



